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Build security into your networks, products and services
with Codenomicon’stesting, auditing andtraining Services

Codenomicon has 10 years of expertise helping its customers build security
into their systems and products. With our professional services, you can enjoy
the full benefit of our testing tool and security expertise. Whether you want to
outsource your security and robustness testing completely or just parts of it,
need help with auditing your system, or require training in fuzz testing or using
Codenomicon Defensics test tools, we have the solution for you.
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FUZZING: PREEMPTIVE SECURITY AND ROBUSTNESS TESTING SOLUTIONS



CODENOMICON'S
PROFESSIONAL SERVICES

CODENOMICON SERVICES

AUDIT SERVICES

« Attack surface analysis

TESTING SERVICES

« Contract robustness and
fuzz testing

» Custom test development

« Security test lab management

Testing services

» CONTRACT TESTING:

Most organizations lack time and resources to carry out testing.
By appointing a Codenomicon test specialist you can also
benefit from our extensive experience in robustness testing and
fuzzing tools. You can hire our expert resources for a pay-for-
service engagement.

» CUSTOM TEST TOOLS:

Many companies use proprietary protocols in internal interfaces
between devices from the same vendor, and proprietary
extensions are written to extend the functionality of public
standards. Ask Codenomicon develop custom test tools for
your proprietary protocols, protocol extensions or internal
interface points.

» SECURITY TEST LAB MANAGEMENT:

Codenomicon’s security test lab management services help you
to manage your security findings with vendor and outsourcing
communities, and to provide the auditing capability of
abstracted results up to your customers.

Auditing services

» ATTACK SURFACE ANALYSIS:

Modern networks are mixtures of applications and components
from various suppliers; nobody has an overall picture of the
tested system. We can help you see what is really going on in
your network, allowing you to base your testing on facts rather
than assumptions.

« Security audit services

« Vulnerability reporting

TRAINING SERVICES
» Fuzzing training
« Defensics training

» Custom training

« Security audit management

» SECURITY AUDITING:

Fixing unknown vulnerabilities can be a challenge. For one
thing, there are no ready patches. We will help you with
reconfigurations and workarounds, until we can find and fix the
root causes behind the discovered vulnerabilities.

» VULNERABILITY REPORTING:

If you find a previously unknown vulnerability, you need to
communicate your findings to affected parties. Codenomicon
works with a majority of software vendors and device
anufacturers, and has trusted contacts that make this
ommunication process less problematic.

» SECURITY AUDIT MANAGEMENT:

Interpreting the auditing reports can sometimes be difficult. We
can help you get more out of your security audits by providing
you with the right infrastructure, tools and services. Through our
extensive network of contacts and partners, we can also help
you find the security expertise you need.

Training services

Deploying new tools, especially if they employ a completely new
technology, can be challenging. Get a smooth start by hiring us
to train your quality assurance and security analyst engineers in
the fuzzing method, or in Codenomicon Defensics installation,
operation and best practices. We also provide custom training.
extensions are written to extend the functionality of public
standards. Ask Codenomicon develop custom test tools for
your proprietary protocols, protocol extensions or internal
interface points.

Contact us

If you would like to know more about our testing services, contact us at sales@codenomicon.com.
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