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1 Introduction

Telecommunication networks have not encountered any large scale security attacks. GSM and various descendant 
technologies do contain security flaws, which can be exploited for fraudulent purposes. An example, of such an 
inherent weakness is unilateral authentication. This means that the network authenticates the user, but the user 
does not authenticate the network. Therefore, an attacker with a false base station server can impersonate a valid 
operator charging customers and operator’s high prices for traffic. In the design phase of GSM, such attacks were 
deemed impractical, due to high price of the equipment involved, but equipment prices have since dropped making 
such attacks completely applicable. In our own test labs, we have been able to verify the possibility of such attacks 
with freely available equipment [1].

However, the lack of suitable tools and motivation has protected telecommunication networks and handsets. With 
the arrival of Smartphones, all-IP Next Generation Networks (NGNs) and new more powerful access technologies, 
such as eNodeBs, all this is changing [2]. Mobile phones are now used to handle more valuable data, increasing 
the motivation to hack them [3]. Telecom networks are increasingly synonymous with the Internet and mobile 
phones resemble computers in all aspects, except the level of protection. It is only a matter of time, before Telecom 
networks start encountering their share of security incidents [3]. In this paper, we discuss security challenges in 
NGNs and look at how proactive protocol testing methods can be used to make NGNs more secure.

32 Vulnerabilities Enable Attacks

There are numerous different types of malware, including virus-
es, worms, Trojans, backdoors, keystroke loggers, rootkits and 
spyware. What all these attacks have in common is that the ini-
tial access is enabled by a vulnerability in the code. Vulnerabili-
ties are unpatched software flaws.  Software contains flaws ei-
ther in the form of outright implementation mistakes or subtler 
design issues. If these flaws are not fixed before deployment, 
they become vulnerabilities. 

Hackers need to find a vulnerability in the protocol implemen-
tations in order to devise an attack against the target system [3]. 
Once they have gained initial access, they can instruct the sys-
tem to download more software giving them more control over 
the infected device [3]. If a single device within a network be-
comes compromised, for example a mobile phone in a corpo-
rate network, it puts all other devices in the network under risk 
[3]. By creating networks of slave mobile devices, known as bot-
nets, hackers can carry out attacks against Telecom networks on 
a previously inconceivable scale. Combined with the fact that, 
unlike traditional telecom networks, all-IP networks can create 
multiple simultaneous connections, this creates a very real risk 
of Denial of Service (DoS) attacks in Telecom networks [4].

Reactive Defenses Are Not 
Enough

As software, malware is easy alter and to update [3]. Thus, it is 
hard to detect and once a system has been compromised, it is 
almost impossible to remove the malicious code completely 
[3]. Most security technologies, such as intrusion detection sys-
tems (IDS) products, are reactive meaning that they try to stop 
attacks instead of preventing them proactively. Moreover, they 
are frequently signature based meaning they can only detect 
pieces of malware, for which an identifier, known as a signature, 
already exists and has been deployed. Thus, they can only find 
vulnerabilities that have already been reported. This is espe-
cially problematic with new technologies, which are typically 
prone to vulnerabilities, and proprietary protocol extensions, 
for which there are no ready bug lists, and thus it is impossible 
to find weaknesses using vulnerability or security scanners [5].

Discovering Vulnerabilities  
with Fuzzing

 
The best way to avoid attacks is to get rid of exploitable vul-
nerabilities proactively. Vulnerabilities are introduced into soft-
ware during design and implementation. It is not always easy 
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to discern whether a design flaw is a vulnerability or conscious 
design choice [6]. Implementation vulnerabilities in contrast, 
can be detected rather unambiguously. They usually manifest 
themselves through failure modes such as crashes or hangs re-
sulting from the corruption of the internal state [7].  

Fuzzing is a black-box testing technique in which the system 
under test is stressed with unexpected inputs and data struc-
tures through external interfaces [8]. The purpose of fuzzing is 
to reveal implementation vulnerabilities by triggering failure 
modes. This is done by feeding unexpected data in the form 
of modified protocol messages to the inputs of a system, and 
monitoring the behavior of the system. If the system fails, e.g., 
by crashing or by failing built-in code assertions, then there is 
an exploitable vulnerability in the software [5]. 

Sometimes vulnerabilities can also be triggered by technically 
valid messages and sequences, for example, an extension to a 
protocol might cause problems in an implementation not sup-
porting the extension. Such vulnerabilities can also be found by 
fuzzing. Fig. 1 shows examples of fuzz test cases and resulting 
responses from the system under test [8].

Vulnerabilities Are Security, 
Quality and Interoperability 
Issues

The Microsoft Secure Development Lifecycle (SDL) model en-
dorses the use of fuzzing in the verification phase. However, 
fuzzing can be used throughout the development process from 
the moment the first software components are ready and even 
after the release. The earlier the vulnerabilities are found, the 
easier and cheaper it is to fix them [8]. Indeed, [9] suggests that 
security should not be an afterthought, but rather a qualitative 
attribute that is determined during development.

Vulnerabilities not only influence the security, but also the qual-
ity and interoperability of software [8]. Vulnerabilities can cause 
a system to consume excessive amounts of resources, leading 
to service disruptions at peak times or prevent a device from 
communicating properly with other devices.
The deployment of new technologies involves a high risk of un-
predictable security, quality and interoperability issues [2]. The 
source of this unpredictability is unknown vulnerabilities in the 
software [2]. Emerging technologies have not been tested as 
extensively, hence the large amount unknown vulnerabilities. 

FUZZER

SUT

VALID request

VALID response

ANOMALOUS request

ERROR reponse

ANOMALY sent

ANOMALOUS response

ANOMALY sent

CRASH

GET / HTTP/1.1
Accept: image/gif, image/x-xbitmap, 
image/jpeg, */*
Accept-Encoding: gzip, deflate
Accept-Language: en-us
Connection: Keep-Alive

GET aAaAaAaAaAaAaAaAaAaAaAaAaAaAaAaAaA 
HTTP/1.1
Accept: image/gif, image/x-xbitmap, 
image/jpeg, */*
Accept-Encoding: gzip, deflate
Accept-Language: en-us
Connection: Keep-Alive

GET %s%n%x%s%s%s%s%s%s%s%s HTTP/1.1
Accept: image/gif, image/x-xbitmap, 
image/jpeg, */*
Accept-Encoding: gzip, deflate
Accept-Language: en-us
Connection: Keep-Alive

GET http://[?aAaAaAaAaAaAaAaAaAaAaAaAa
AaAaAaAaAaAaAaAaAaAaAaAaAaA:0] HTTP/1.1
Accept: image/gif, image/x-xbitmap, 
image/jpeg, */*
Accept-Encoding: gzip, deflate
Accept-Language: en-us
Connection: Keep-Alive

HTTP/1.1 200 OK
Date: Wed, 07 Nov 2007 09:44:49 GMT
Server: MyWebServer/2.1 (Linux)
Last-Modified: Wed, 07 Nov 2007 09:44:36 GMT
Accept-Ranges: bytes
Content-Length: 100
Connection: close
Content-Type: text/html; charset=UTF-8

HTTP/1.1 404 Not Found
Date: Wed, 07 Nov 2007 09:49:27 GMT
Server: MyWebServer/2.1 (Linux)
Content-Length: 284
Connection: close
Content-Type: text/html;
charset=iso-8859-1

HTTP/1.1 500 Internal Server Error
Date: Tue, 01 Jan 1970 00:00:00 GMT
Server: ()
Content-Length: -1
Content-Type: ÿÿÿÿ
Connection: close

<========[ NO RESPONSE ] ========>
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The complexity of the new technologies also increases the 
probability of vulnerabilities. The more complex a software is, 
the more likely it is to contain implantation mistakes [10]. For 
example, with Triple play and IP Multimedia Subsystem (IMS), 
the various interfaces, players, protocols and applications are 
source of such complexity that it already has significant security 
implications [11]. With such complex technologies vulnerability 
management is also necessary from an interoperability point-
of-view [11]. 

Vulnerabilities affect the Quality of Service (QoS), this is par-
ticularly challenging for new IP technologies, like VoIP and In-
ternet Protocol TV (IPTV), which are replacing traditional voice 
and broadcasting services. Users are used to the high quality 
transmission of the traditional telecom networks and televi-
sion broadcasts, thus both VoIP calls and television programs 
transmitted over an IP network are highly sensitive to packet 
loss and jitter [12]. 

Fuzzing in the ITU-T X.805 
Security Architecture

The ITU-T X.805 standard defines the basic ITU-T security archi-
tecture for NGN networks. It consists of three layers and three 
planes. [13]
The layers are a hierarchical grouping of network functions and 
elements. The bottom layer is the infrastructure security layer, 
which consists of the physical building blocks of a NGN. The 
second layer is the services security layer, which  contains the 
services provided to the end-users, such as VoIP, WiFi or Loca-
tion Services. The third layer contains the network-based ap-
plications, which build upon the services. These applications 
include e-commerce, web browsing and email. [13]
The security planes represent different types of network activ-
ity. The end-user security plane encompasses the access and 
use of the network by customers. The control/signaling plane 
consists of activities which enable the efficient functioning of 
the network. The management security plane is for the man-
agement and controlling of network elements, services and ap-
plications. [13]
Each security plane is applied to each security layer creating 
nine security perspectives, each with its own vulnerabilities 
and threats. In each security perspective there are eight secu-
rity perspectives, which need to be considered, namely [13]:

•	 Access control

•	 Authentication

•	 Non-repudiation

•	 Data confidentiality

•	 Communication security

•	 Data integrity

•	 Availability

•	 Privacy

The purpose of the security model is to make it easier to de-
termine the necessary security countermeasures. Even though 
no actual tools or methods are mentioned, the security dimen-
sions clearly focus on protecting systems, which are already in 
operation. Proactive protocol testing, i.e., fuzzing, can be used 
find security issues, before they become acute [8]. 

Fuzzing can be used to test the entire protocol stack, and thus 
it supports the layer thinking of the ITU-T X.805 model. How-
ever, the security plane thinking is redundant for protocol test-
ing, because it is intended for protecting a system in operation, 
whereas protocol testing focuses on testing systems, before de-
ployment and integration. Fuzzing can also be used to test sys-
tems in operation, but not in a live environment, because the 
tests trigger vulnerabilities with simulated attacks [14].

ITU-T Standard Y.2700

The ITU-T standard Y.2700 on NGN network security defines 
three types of security zones: trusted, trusted but vulnerable 
and un-trusted [13]. 

In the trusted zone, the network elements and system are fully 
controlled by the NGN provider and they only communicate 
with trusted and trusted but vulnerable network elements. 
However, it should not be taken for granted that the trusted 
network elements are secure per se. [13] 

Elements and systems in the trusted but vulnerable zone com-
municate with both trusted and un-trusted elements. Located 
on the border between the trusted and the un-trusted zone, 
these network elements have an important role in protecting 
the trusted network zone from network attacks. However, if 
they are vulnerable, they merely convey the attack to the trust-
ed zone. [13]
In the un-trusted zone, the NGN provider has no guaranteed 
control over the network equipment. Therefore, it may be im-
possible to force their security policies on these elements. [13] 
The same type of security approach based on the openness of 
interfaces is also applied to fuzzing. In fuzzing, testing focuses 
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on open network interfaces which can be accessed from the 
outside meaning the trusted but vulnerable network elements [8]. 

NGN Network Interfaces

The NGN architecture (Y.2012) supports two reference points 
to end user functions, namely the user-to-network interface 
(UNI) and the network-to-network interface (NNI), and a refer-
ence point to the functional group of applications, namely the 
application-to-network interface (ANI). The UNI connects the 
NGN network to both NGN and legacy terminal equipment and 
customer networks. The NNI connects the NGN network to oth-
er NGN providers’ networks, IP multimedia networks and PSTN/
ISDN networks. The application functions group consists of ap-
plications such as e-commerce, web browsing and email. [13]

Sometimes the DUT setup is not so straightforward. We have 
observed some difficulties, especially with in-car Bluetooth sys-
tems. These systems might check (using SDP) the supported 
profiles from tester as a part of pairing procedure and refuse to 
establish the trust relationship if the tester does not respond to 
the SDP query with right profile information. Sometimes it can 
be quite difficult to know exactly what the DUT is expecting. 
We have equipped our tester with SDP server which contains 
profile information which should be accepted by most devices.

Some (especially in-car) systems may actually contain two dis-
tinct Bluetooth stack implementations. One for phone call re-
lated profiles and one for audio playback. In this case the tester 
needs to be paired with both stack instances separately. Also, 
don’t forget to test the core protocols on both stacks since the 
stacks may very well be completely different from each other.

Critical Interfaces in NGN

The most critical interfaces in all-IP NGN networks are the inter-
face between user access plane and the core network (UNI) and 
the interface between the core network and the Internet. These 
are the two interfaces that carriers can least control. The prob-
lem in the off-site connections is not the wireless connection in 
itself, but potential vulnerabilities in the higher level protocol 
implementations in the border elements. [15]
Particularly, vulnerabilities in IPv4 and IPv6 implementations 
are dangerous, because they can be used to directly access 
components in the operator’s core network. As an entry vector, 

the IP layer is visible to most users [15]. It is also the easiest one 
to attack, due to the large number of ready tools used for In-
ternet hacking. Additional security, quality and interoperability 
challenges are created by the transition from the matured IPv4 
to the emerging standard IPv6 [11]. 

UNI is greater attack vector in NGN than traditional telecommu-
nication networks, due to the introduction of more powerful 
access technologies. Traditionally, base stations have had lim-
ited functionality, but with modern access point base stations, 
such as FemtoCells and Home eNodeBs, some logic, like trans-
mission, are handled on new access point base stations. This 
will achieve shorter response times, but, at the same time, it en-
ables easier outside access into the carrier’s core network. New 
types of home routers also allow users to program the handset 
radio features. [15]

Other vulnerable interfaces are created by legacy access and 
roaming scenarios. Roaming situations create a trust boundary 
between two carriers within their core networks and faulty leg-
acy equipment, for example, in the roaming partner’s network, 
can send invalid data, which trigger vulnerabilities in the op-
erators own network. See Figure 2 for a depiction of vulnerable 
interfaces in operator networks. [15], [11]

NGN Protocols

The NGN architecture consists of two-layered IP interfaces with 
one layer tunneled inside the other, see Figure 2. The GPRS Tun-
neling Protocol (GTP) and Proxy Mobile IP tunnel IP-based user 
plane data from client terminals such as mobile phones, thus 
enabling users to move from one place to another while con-
tinuing to connect to the internet to the internet as if from one 
place. GTP also ensures the transfer of data between networks, 
which would otherwise be incompatible. Within the core net-
work, Diameter is used to transfer subscriber data. Diameter is 
an Authorization, Authentication and Accounting (AAA) pro-
tocol, which uses TCP or SCTP for transportation. In current 3G 
networks, the IP-based Diameter is already used for network 
signaling in order to implement authentication, policy control 
and charging. [2] 

Automated Fuzzing

In fuzzing, thousands and even millions of misuse-cases are 
created for each use-case, thus most robustness testing solu-
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tion contain at least some degree of automation. There, are two 
popular ways to automate fuzzing: mutation-based and model-
based fuzzing. [16]

Mutation-based fuzzing uses samples of real-life inputs, like 
network traffic and files, as basis for testing. The outgoing test 
cases can be generated by modifying the samples randomly or 
based on the sample structure. The structure can either be de-
fined manually by providing the fuzzer with metadata. Some 
fuzzers can also, to some extent, automatically deduce the 
structure from message samples. 

In model-based fuzzing, the process of data element identifi-
cation is already automated by using specifications, which also 
provide the model with other protocol or file format specific 
information, e.g., on the boundary limits of the data elements. 
Sample-based mutation is also highly dependent on the qual-
ity of samples used: Elements that are not included in the sam-
ples cannot be properly tested without additional model. Thus, 
model-based test generation is often more systematic and has 
higher coverage than mutation based test generation. [16]

Model-based test case generation also significantly reduces 
the number of test cases needed, because the protocol and file 
format specific information from the specifications can be used 
to target the test cases.  Being based on specifications, mod-
el-based fuzzers contain all the protocol messages, thus they 
can genuinely interoperate with the tested devices or system, 
thus they can find more hard-to-reach vulnerabilities and test 
interoperability. [16]

Fuzzing NGN Networks

NGN is an emerging standard, and thus the NGN protocols are 
fairly well specified. Clear specifications already exist for the 
core NGN protocols, such as GTP, Diameter and Proxy Mobile 
and the underlying layers consist of standard protocols, like 
IP, Mobile IP, TCP and SCTP. Thus, both the core protocols and 
the underlying protocols can be tested with intelligent model-
based fuzz tests. In addition, the IP protocol can be used to test 
end-to-end connectivity within the network, because all com-
munication within NGN networks is IP-based. Testing the IP-lay-
er is important, because not only is it the most open protocol 
being used it is also the easiest one to attack, due to the large 
number of ready tools. [2]

Fuzzing can also be used test the services layer. Technologies 
like VoIP, Wi-Fi and IPTV also consist of layers of protocols mak-
ing it possible to test the entire infrastructure, see Table 1.  For 
example, fuzz testing can be used to test the complete IPTV 
infrastructure, including IPTV Content Source systems, Deliv-
ery and Management networks and Home Networks. With VoIP 
services, protocols like SIP and RTP are becoming an increas-
ingly important part of telecommunication infrastructure. In 
the wireless world, anything can be attacked, anyone can at-
tack and an attacker can remain anonymous. Yet, the adoption 
rate of Wi-Fi has skyrocketed. Thus, the security and robustness 
of Wi-Fi Access Points and Wi-Fi enabled client devices needs to 
be ensured.

Legacy
Access

LEGACY 2G/3G ACCESS

USER ACCESS PLANE

LEGACY ACCESS

CORE NETWORK

ROAMING SITUATION

ROAMING (FOREIGN)
NETWORK

HOME NETWORK

Subscribers
& SessionsAccess Point

Base Station

Subscriber
Data

Prices &
Charging

Internet
Access

Routing
Node

INTERNET
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NGN networks are backwards compatible supporting legacy 2G 
and 3G access technologies. These legacy technologies contain 
rarely used features, like WAP, which are not subjected to rigor-
ous everyday use and can thus cause multiple problems in the 
network. [2]

Benefits of Proactive Testing

The ITU-T standards for securing NGN networks focus on net-
works, which are already in operation. Fuzzing introduces the 
possibility of proactive security. Instead of waiting for others to 
discover security issues, NGN providers can actively reveal vul-
nerabilities using fuzzing tools. By discovering issues proactive-
ly they gain more time to fix them and can also avoid problems. 
The use of fuzzing is not restricted to in-house software devel-
opments. Fuzzing third-party software and equipment before 
integration can help avoid costly security, quality and interop-
erability problems. A major US operator uses fuzz tests as ac-
ceptance criteria for selecting vendors. In their tests, they have 
found significant differences in security and robustness be-
tween different vendor equipment.

By using Fuzzing as a part of their security routine, operators 
can improve their Quality of Service, namely availability, ensure 
interoperability and improve communication security within 
their networks.

NGN VoIP Wi-Fi IPTV
SCTP
GRE
IPSec
Diameter
LDAP
TLS/SSL
SIP 
GTP
RADIUS
PMIP
IPv4
IPv6

SCTP
H.248
H.323
RTSP
TLS/SSL
SIP 
SigComp
RTP
RTCP
SRTP
MGCP
UPnP  

802.11 WPA IPv4 
IPv6 
TLS/SSL 
IPSec 
RTP/RTCP/
SRTP 
RTSP 
HTTP 
TFTP 
FTP 
PIM-SM/DM 
RSVP 
IGMP
MPEG4
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