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Security testing via random inputs

Joining us is Ari Takanen, founder and CTO of security
testing firm Codenomicon.

DDJ: Ari, what's "model-based fuzzing" and why is it
important?

AT: Model-based fuzzing has many names. Fuzzing itself
refers to a security testing approach where random or
semi-random inputs are sent to software in attempt to
crash it. The term itself was coined by Dr. Miller in the early 1990s to
describe his command-line fuzzer, which was used to test various
commands in different operating systems. Most random-based fuzzers
generate tests based on a flat and simple template, such as an audio file
or a basic web (HTTP) request.

In model-based security testing, also known as grammar or syntax
testing, the inputs to the software are modeled using context-free
languages, which can describe complex protocols, such as encryption
sequences for setting up SSL or TLS sessions. The syntax testing approach
was probably first described by Dr. Boris Beizer in 1990, in his book,
Software Testing Techniques. Today, for security testing purposes, the
models used in syntax testing are augmented with intelligent and
optimized anomalies that will trigger the vulnerabilities in code.

Model-based fuzzing is a rather confusing term as it mixes up the
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systematic approach of model-based testing and randomness as indicated
by the term fuzzing. Since 1998, Codenomicon has referred to this
approach as "robustness testing," because the term fuzzing still indicates
ad-hoc and random tests. Randomness in testing is always a bad idea and
would do a huge disservice to the industry. The term "robustness testing"
has been picked up in the quality assurance domain. But the term
"fuzzing" has stuck to being used by the security testers and that is
difficult to change.

DDJ: Positive testing and Negative testing. What are they and what do
they have to do with software?

AT: In traditional positive testing, test cases are built from positive
requirements, resulting in test cases where you try valid inputs to validate
the correctness of the functionality. Examples of positive testing include
conformance tests and performance tests. For example, the tests can
attempt to login into a service using a correct user name and password
and for the performance assessment can run multiple test sequences in
parallel.

In negative testing, each use case or requirement is reversed into infinite
amount of tests trying out all unexpected inputs that the software can
take. Examples of security tests include trying out long strings for the user
name and password, tests for format string vulnerabilities (%6s) and
dictionary, or brute force tests to guess the correct password. Fuzzing in
all forms is negative testing in the sense that you cannot define the test
with a positive requirement. A negative requirement almost always
includes the words "SHOULD NOT" or "MUST NOT," such as "it should not
be possible to login with a bad password." Testing for a negative
requirement requires skill from the tester to define the inputs that he will
use to validate the requirement. Typically, these tests are either ad-hoc,
or executed using predefined test suites, or conducted with commercial
fuzzing tools.

DDJ: In terms of wireless communication, what currently makes security
experts nervous?

AT: Wireless networks are always open, and it is very difficult to locate
the attacker if he chooses to fuzz a wireless network. The fuzz test cases
often take place before any authentication is performed or below the IP
layer, and are therefore invisible to detection tools that only look at the
application protocols in the communications. The attacker is almost always
completely anonymous. Wireless attacks can also come from long
distances. For example, attack tools have been demonstrated where
Bluetooth devices are attacked several miles away from the target system,
even though the wireless connection has been designed for short
distances. A security problem in a wireless device can result in total
corruption or crash of the system, but tailored active attacks, such as
worms or viruses, are not impossible either.

DDJ: Is there a web site that readers can go to for more information on
these topics?
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