
PREEMPTIVE SECURITY AND ROBUSTNESS TEST SOLUTIONS

DEFEND. THEN DEPLOY.

During the past years, XML adoption has spread rapidly reaching 
almost every area of business and society. XML is not a protocol in 
itself, but a versatile method for describing structures. It can be used 
for almost any purpose, hence its popularity in modern protocols, file 
formats and applications; there is hardly an industry where XML is not 
used. Here also lie the biggest security risks: versatile technologies 
tend to create complexity, which is a breeding ground for security 
vulnerabilities, in addition, the fast adoption and the diversity of use 
cases have overwhelmed traditional security testing and few or no 
security testing solutions for XML have been available to customers, 
until now.

Codenomicon Introduces XML Fuzzing

Early 2009 Codenomicon took the first steps in intelligent XML fuzz 
testing by introducing tests for the CWMP (TR-69) protocol. The 
product selection quickly expanded to include a general purpose 
XML security testing solution, which spans both standard and 
custom XML based protocols. The extent and magnitude of the 
vulnerabilities we discovered during the development of XML fuzzing 
reminded us of our earlier experience with ASN.1 vulnerabilities 
(2001-2002 PROTOS SNMP). Testing a multi-purpose technology like 
XML for security is challenging, but at Codenomicon we have a long 
background in fuzz testing.

XML
DEFENSICS for XML
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DEFENSICS Test Solution

The Codenomicon DEFENSICS test platform provides solutions 
for preemptive security and robustness testing for a wide 
variety of systems and services ranging from consumer electronics 
to high end network devices and operator environments. In 
robustness testing, or fuzzing, large amounts of intentionally 
malformed test vectors are sent to the system under test, while 
the behavior of the system is monitored under the unexpected 
inputs. By simulating attack scenarios and malfunction conditions, 
systems can be hardened before their commercial deployment.

DEFENSICS is the most effective automated negative black-box 
testing solution in the market for developers, service providers 
and enterprises seeking to mitigate security exposure and system 
failure risks in their applications, devices and services. Model-based 
fully stateful fuzzing guarantees thorough input space coverage 
and also addresses problematic corner cases. DEFENSICS supports 
over 150 different protocols and media formats, an unparalleled 
achievement in the security testing market. With the introduction 
of XML support, DEFENSICS became the only solution covering 
the whole application stack from Layer 2 to the Application layer, 
even including often vulnerable Digital Media processing and 
Wireless interfaces.

According to independent studies, the Codenomicon DEFENSICS 
security and robustness test platform remains unmatched 
in its ability to find quality, resiliency and security exposures 
quickly within a broad array of applications. Codenomicon is 
recognized in the industry for its innovations in negative black-
box testing. These capablities are demonstrated by our unique 
test methodology, which is not only rigorous and systematic, but 
also enables repeatable tests.

Codenomicon has found a critical focus area which expands beyond web 
testing, where the XML industry has an opportunity to proactively assess 
the security holes contained in everyday services used by the general public. 
I would hope the industry warmly welcomes both the research results and 
an innovative testing solution to help diagnose the problems. 

- Prof. Howard A. Schmidt, former White House Cyber 
  Security advisor & Codenomicon board member
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XML Security Challenge

XML is used everywhere from cloud computing and 3D images to 
instant messaging and online commerce. Remote communication 
facilities are implemented using XML-RPC or SOAP, which are both 
based on XML. Many standard protocols, such as XMPP, CWMP (TR-69) 
and UPnP use XML extensively. XML is used as a description language 
in various document formats like docx and OpenOffice. It is also found 
in diverse places like playlists, configuration files, SVG vector graphics, 
RSS feeds, semantic web formats and Electronic Program Guides (EPG). 
Since Web Services and XML over HTTP are the favored mechanisms 
used to integrate legacy systems and new systems in the service-
oriented-architecture (SOA), potential XML vulnerabilities are finding 
their way to environments, which have traditionally been closed. As a 
result, there is no shortage of remote attack vectors potential malicious 
users can look for.

In early 2009 Codenomicon discovered vulnerabilities in widely 
used XML libraries. These flaws can be used to attack a myriad of 
systems in various business domains. Attackers might just know a 
few flaws, but if they are from the most widely used libraries, they 
can attack just about any system. XML is fairly complex so creating a 
flawless XML library is almost impossible. However, while XML parser 
vulnerabilities can result in serious DoS (Denial of Service) conditions 
and even in server exploitation through remote code execution, flaws 
in application logic and persistent databases are usually even more 
damaging. Flaws in business logic may lead to incorrect or partially 
performed transactions. For example, a banking application might 
perform the necessary functions to grant a credit but fail before writing 
down the debit due to a database failure caused by an attack. Such a 
situation could result from two possible scenarios: An attack aimed 
against a parser propagates to the application and causes random 
failures. Another, more targeted approach would be for attackers to 
acquire samples of XML-based interaction between the server and 
its clients and to craft targeted attacks which can pass through the 
parsing schema and target the application logic.

Examples of impacted business sectors are:
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DEFENSICS for XML

DEFENSICS for XML is a pioneering security testing solution which 
addresses different aspects of XML usage: Standard XML based 
protocols, file formats, XML-RPC -and SOAP based application 
communications and security XML parsers. The model-based, stateful 
fuzzing technology utilized by DEFENSICS takes XML security testing 
to a brand new level by combining model-based stateful fuzzing 
with powerful editing capabilities to create an unrivalled product.

The model-based approach guarantees the intelligence of the tests. 
The structure of the tested XML document or message is analyzed to 
desgn tests which can target the most vulnerable parts of the parsers 
or the application processing functions. The model-based approach 
also allows for covering XML elements which are rarely used. Malicious 
input in these rarely used elements tend to cause havoc in systems, 
because, often, they are not subjected to rigorous testing or heavy 
day-to-day usage. This is one issue a fuzzer based purely on traffic 
samples cannot address.

The stateful nature of all the DEFENSICS test tools adds to a high 
degree of confidence in input space coverage. Since the tools 
genuinely interoperate with the system under test (SUT), testers can 
be assured that the input is actually being processed. This is a basic 
requirement of meaningful security tests. Furthermore, stateful testing 
means that long message sequences are supported. In other words, 
all the DEFENSICS test tools are able to adjust their behavior based on 
SUT responses, thus providing thorough input space coverage.

Example Test Case

Web Server Persistent DB

XMLHTTP SQL

XML-RPC or SOAP 

PARSER APPLICATION
LOGIC

The reference architecture of a XML processing 
application. The potential risks include sustained 
DoS conditions or exploitation resulting from a 
failing parser or application and incorrect data 
propagation to the back-end database.


